
 

Privacy Policy 

This Privacy Policy describes how your personal data is collected and processed by 
Eurospace Payments and its affiliates when you, an individual, are a user of the 
website www.eurospace.biz ("Website"). 

To make this Privacy Policy easier to read, our Website, any services or interfaces available 
through the Website, including, without limitation, the purchase, sale, exchange of certain 
digital assets, and online offerings related to the Website, are collectively referred to as the 
"Services". 

We ask that you carefully read this privacy policy, which was last updated on the date 
indicated below ("Privacy Policy"), as it contains important information about who we are, 
how and why we collect, store, use, transfer, and share personal information, your rights 
regarding your personal information, and how to contact us and supervisory authorities if you 
have a complaint. This Privacy Policy should be read together with and in addition to any 
separate product or service agreement entered into between us from time to time. 

Whenever we refer to "law" in this Privacy Policy, we mean those laws as amended from 
time to time. If we have used but not explained the meaning of a specific term in this Privacy 
Policy, that specific term has the same meaning as in the Terms of Use. When we refer to 
"information" or "data" in this Privacy Policy, we mean your personal information. 

We collect your personal information when you visit, use, or interact with us online, as well 
as through our advertisements displayed through online services operated by us or 
unaffiliated third parties. We may use or share the collected personal information to provide 
you with products and services, as well as for advertising purposes. 

By browsing, accessing, or using the Website, you hereby unconditionally agree to this 
Privacy Policy. 

The terms "Company", "we", "us", "our", or Eurospace Payments refer to the following 
company: 

AUROSPACE PAYMENTS Ltd., registered in the Province of British Columbia, Canada, 
under registration number BC1485599, with its registered office at 422 Richards ST, Suite 
170, Vancouver, BC, V6B 2Z4 Canada. 

This Privacy Policy is governed by applicable Canadian and European laws and regulations. 
This policy is established to ensure AUROSPACE PAYMENTS complies with Canada's 
Personal Information Protection and Electronic Documents Act (PIPEDA) and the European 
Union's General Data Protection Regulation (GDPR). 

The provisions of the Personal Information Protection and Electronic Documents Act 
(PIPEDA) shall apply to users from Canada. The provisions of the General Data Protection 
Regulation (Regulation (EU) 2016/679) (GDPR) and the Data Protection Act 2018 shall 
apply to users from the EU. 

https://www.eurospace.biz/


The Company makes every effort to protect your privacy. The Company uses the information 
collected about you to fulfill its contractual obligations and improve customer service. 

All terms that are defined in the Terms of Use have the same meaning in this Privacy Policy. 
"Personal Data" and "Personal Information" mean any information relating to an identified or 
identifiable living individual. 

We request your consent when required; otherwise, by using our Website, you agree to the 
collection, use, and sharing of your personal information in accordance with applicable laws 
and other notices you may have received based on your relationship with us. 

PLEASE READ THE PRIVACY POLICY CAREFULLY BEFORE CREATING AN 
ACCOUNT. IF YOU DO NOT AGREE TO ALL OR ANY OF THESE TERMS, PLEASE 
IMMEDIATELY LEAVE THE WEBSITE. 

1. COLLECTION OF YOUR PERSONAL DATA 

1.1. Personal Data We May Collect 

The categories of personal information we collect depend on how you interact with us, our 
Services, and the requirements of Applicable Law. We collect information you provide to us, 
information we obtain automatically when you use our Services, and information from other 
sources, such as third-party services and organizations, as described below. 

1.1.1 Information You Provide to Us Directly 

We may collect the following personal information that you provide to us. 

Account Creation. We may collect information when you create an account with us, such as 
name and email address. We may also require you to provide additional information for 
identification and verification purposes. 

Wallet and Transaction Information. To engage in transactions on the Services, you may be 
required to provide us or our third-party payment processors with access to or information 
about your digital wallet. We will never ask you for or collect your private keys. 

Other Transactions. We may collect personal information and details related to your activity 
on our Services. 

Your Communications with Us. We may collect personal information, such as email address, 
when you request information about our Services or otherwise communicate with us. 

Interactive Features. We and others who use our Services may collect personal information 
that you submit or make available through our interactive features (e.g., via a Discord 
community, messaging and chat features, and social media pages). Any personal information 
you provide in public sections of these features will be considered "public" ("User Content") 
unless otherwise required by Applicable Law, and is not subject to the privacy protections 
mentioned herein. Please exercise caution before disclosing any information that could 
identify you in the real world to other users. 

Surveys. We may contact you to participate in surveys. If you decide to participate, you may 
be asked to provide certain information, which may include personal information. 



Sweepstakes, Giveaways, or Contests. We may collect personal information that you provide 
for any sweepstakes, giveaways, or contests we offer. In some jurisdictions, we are required 
to publicly share information about winners of sweepstakes and contests. 

Conferences, Exhibitions, and Other Events. We may collect personal information from 
individuals when we attend or host conferences, exhibitions, and other events. 

Business Development and Strategic Partnerships. We may collect personal information 
from individuals and third parties to evaluate and implement potential business opportunities. 

1.1.2 Information Collected Automatically 

We may collect personal information automatically when you use our Services: 

Automatic Data Collection. We may collect certain information automatically when you use 
our Services, such as your IP address, user settings, MAC address, cookie identifiers, mobile 
carrier, mobile advertising and other unique identifiers, browser or device information, 
location information (including approximate location derived from IP address), Internet 
Service Provider, and metadata about the content you provide. We may also automatically 
collect information regarding your use of our Services, such as pages you visit before, during, 
and after using our Services, information about links you click, types of content you interact 
with, frequency and duration of your activity, and other information about how you use our 
Services. 

Use of Cookies, Pixel Tags/Web Beacons, and Other Technologies. We, as well as third 
parties that provide content, advertising, or other functionality on our Services, may use 
cookies, pixel tags, local storage, and other technologies ("Technologies") to automatically 
collect information through your use of our Services. 

Cookies. Cookies are small text files placed on device browsers that store preferences and 
facilitate and enhance your experience. 

Pixel Tags/Web Beacons and Other Technologies. A pixel tag (also known as a web beacon) 
is a piece of code embedded in our Services that collects information about engagement on 
our Services. The use of a pixel tag allows us to record, for example, that a user has visited a 
particular web page or clicked on a particular advertisement. We may also include web 
beacons in emails to understand whether messages have been opened, acted upon, or 
forwarded. 

Our use of these Technologies falls into the following general categories: 

• Operationally Necessary. This includes Technologies that allow you access to our 
Services, applications, and tools required to identify irregular behavior on the website, 
prevent fraudulent activity, improve security, or allow you to use our functionality; 

• Performance-Related. We may use Technologies to assess the performance of our 
Services, including as part of our analytics practices to help us understand how 
individuals use our Services (see Analytics below); 

• Functionality-Related. We may use Technologies that allow us to offer you enhanced 
functionality when accessing or using our Services. This may include identifying you 
when you sign into our Services, or tracking your stated preferences, interests, or 
previously viewed items; 



• Advertising or Targeting-Related. We may use first-party or third-party Technologies 
to deliver content, including advertising, relevant to your interests on our Services or 
on third-party websites. 

See "Your Privacy Rights and Choices" below to understand your choices regarding these 
Technologies. 

Your Privacy Choices. The choices you may have regarding your personal information are 
governed by Applicable Law and described below. 

Electronic Messages. If you receive an unwanted email from us, you may use the unsubscribe 
link found at the bottom of the email to opt out of receiving future emails. Please note that 
you will continue to receive transaction-related emails regarding services you have requested. 
We may also send you certain non-promotional messages regarding us and our Services, and 
you cannot opt out of these messages (e.g., messages regarding our Services or updates to our 
Terms of Use or this Privacy Policy). 

"Do Not Track". "Do Not Track" ("DNT") is a privacy preference that users can set in certain 
web browsers. Please note that we do not respond to or honor DNT signals or similar 
mechanisms transmitted by web browsers. 

Cookies and Interest-Based Advertising. You can stop or restrict the placement of 
Technologies on your device or remove them by adjusting your preferences as permitted by 
your browser or device. However, if you adjust your preferences, our Services may not 
function correctly. Please note that cookie-based opt-outs are not effective on mobile 
applications. However, you may opt out of personalized advertising in some mobile 
applications by following the instructions for Android, iOS, and others. Please note you must 
separately opt out in each browser and on each device. 

The online advertising industry also provides websites from which you may opt out of 
receiving targeted advertising from data partners and other advertising partners that 
participate in self-regulatory programs. You can access them and learn more about targeted 
advertising, consumer choice, and privacy by visiting the Network Advertising Initiative, the 
Digital Advertising Alliance, the European Digital Advertising Alliance, and the Digital 
Advertising Alliance of Canada. 

Your Privacy Rights. Under Applicable Law, you may have the right to: 

• Access personal information about you, including: (i) confirmation of whether we 
process your personal information; (ii) obtain access to or a copy of your personal 
information; or (iii) obtain an electronic copy of personal information you have 
provided to us, or ask us to send this information to another company (also known as 
the right to data portability); 

• Request correction of your personal information where it is inaccurate or incomplete. 
In some cases, we may provide self-service tools that allow you to update your 
personal information; 

• Request deletion of your personal information; 
• Request restriction of or object to our processing of your personal information, 

including where the processing of your personal information is based on our 
legitimate interest or for direct marketing purposes; and 



• Withdraw your consent for our processing of your personal information. Please note 
that your withdrawal will only be effective for future processing and will not affect 
the lawfulness of processing before the withdrawal. 

If you wish to exercise any of these rights, please contact us. We will process such requests in 
accordance with Applicable Law. 

Analytics. We may use our Technologies and other third-party tools to process analytic 
information on our Services. These Technologies allow us to process usage data to better 
understand how our Services are used and to continually improve and personalize our 
Services. Some of our analytics partners include: 

• Google Analytics. For more information on how Google uses your data (including for 
its own purposes, such as profiling or linking with other data), please visit Google 
Analytics' Privacy Policy. 

Social Media Platforms. Our Services may contain social media buttons, such as Discord, 
Snapchat, Twitter, and Telegram, which may include widgets such as a "share this" button or 
other interactive mini-programs. These features may collect your IP address and information 
about which page you are visiting on our Services, and may set a cookie to enable the feature 
to function properly. Your interactions with these platforms are governed by the privacy 
policy of the company providing it. 

1.1.3 Information Collected from Other Sources 

Third-Party Sources. We may receive information about you from other sources, including 
third-party services and organizations. For example, if you access our Services through a 
third-party application, such as an app store, a third-party login service, or a social 
networking site, we may collect information about you from that third-party application that 
you have made available via your privacy settings. 

2. USE OF YOUR PERSONAL DATA 

2.1. We use your data for the following purposes: 
2.1.1 To fulfill obligations and provide you with the services for which we have obtained 
your consent; 
2.1.2 To understand your needs and preferences in using our services, to evaluate and 
understand the effectiveness of advertising materials we provide; 
2.1.3 To develop new and improve existing service and product offerings, to notify you about 
changes related to our services; 
2.1.4 To verify and control the identity of users who open and manage accounts, to prevent 
fraud, deception, and other illegal activities; 
2.1.5 To comply with legal anti-money laundering and counter-terrorist financing 
requirements; 
2.1.6 To ensure the security of our website, our services, and your account; 
2.1.7 To support, respond to, and resolve your complaints and issues related to the use of our 
services and features of our website; 
2.1.8 Other Purposes. We also use your information for other purposes requested by you or 
permitted by Applicable Law. 



Automated Decision-Making. We may engage in automated decision-making, including 
profiling. Our processing of your personal information will not result in a decision based 
solely on automated processing that significantly affects you, unless such decision is 
necessary as part of a contract we have with you, we have your consent, or we are entitled to 
engage in such automated decision-making by law. If you have questions about our 
automated decision-making, you can contact us. 

De-identified and Aggregated Information. We may use personal information and other 
information about you to create de-identified and/or aggregated information. We use 
aggregated personal data to understand how our users use our services, provided that this data 
cannot identify any individual. We also use third-party web analytics tools that help us 
understand how users interact with our website. 

3. DISCLOSURE OF YOUR PERSONAL DATA 

3.1 We may share your information with selected third parties, including: 
3.1.1 Business partners, suppliers, and independent contractors to perform any contract we 
enter into with them or with you; 
3.1.2 Advertisers and advertising networks (only aggregated personal data); 
3.1.3 Analytics and search engine providers that assist us in the improvement and 
optimization of services. 

3.2 We may also disclose your personal data if: 
3.2.1 We are required to disclose or share your personal data to comply with any legal 
obligation, or to enforce or apply our Terms of Use or other terms; or to protect the rights, 
property, our customers, or others. This includes exchanging information with other 
companies and organizations for the purposes of fraud protection and credit risk reduction. 

4. SECURITY AND STORAGE OF YOUR PERSONAL DATA 

4.1. We have implemented security measures to ensure the confidentiality of your personal 
data and to protect your data from loss, misuse, alteration, or destruction. Only authorized 
representatives have access to your personal data, and these representatives are required to 
treat the information as confidential. The security measures currently in place will be 
reviewed from time to time in accordance with legal and technical developments. 

4.2. Unfortunately, the transmission of information via the internet is not completely secure. 
Although we will do our best to protect your personal data, any transmission is at your own 
risk. Once we have received your information, we will use strict procedures and security 
features to try to prevent unauthorized access. 

4.3. We will not sell, rent, or transfer your information to third parties. However, we may 
share your information with trusted third parties to help us perform statistical analysis, send 
you email or postal mail, provide customer support, or arrange deliveries. All such third 
parties are prohibited from using your personal information except to provide these services 
to us, and they are required to maintain the confidentiality of your information. We will not 
use or disclose sensitive personal information, such as race, religion, or political affiliations, 
without your explicit consent. 

4.4. Our website may, from time to time, contain links to and from the websites of our partner 
networks, advertisers, and affiliates. If you follow a link to any of these websites, please note 



that these websites have their own privacy policies, and we do not accept any responsibility 
or liability for these policies. Please check these policies before submitting any personal data 
to these websites. 

4.5. We will retain your personal information for as long as you are a client of Aurospace 
Payments. We may retain your personal information for up to 5 years after you cease to be a 
client. The reasons we may do this are: 

• to respond to a question or complaint, or to demonstrate whether we treated you 
fairly; 

• to study client data as part of our own research; 
• to comply with legal rules that apply to us regarding record keeping. 

We may also retain your data for longer than 5 years if certain laws mean we cannot delete it 
for legal, regulatory, or technical reasons. 

5. INTERNATIONAL DATA TRANSFERS 

All information we process may be transferred, processed, and stored anywhere in the world, 
including but not limited to Canada, the EU, or other countries which may have data 
protection laws different from those where you live. We are committed to protecting your 
information in accordance with the requirements of Applicable Law. 

6. USE OF COOKIES 

6.1. We may use cookies to distinguish you from other users of our products or services. This 
helps us provide you with a good experience and also allows us to improve our products or 
services. A cookie is a small file of letters and numbers that we store in your browser or on 
your device's hard drive when you visit our website. Cookies send information back to the 
originating website on each subsequent visit or to another website that recognizes that cookie. 
Cookies also make it easier for you to log in and use our website. 

6.2. We may use the following cookies: 

• Strictly necessary cookies required for the operation of our products or services 
(including, for example, cookies that enable you to log into secure accounts and use 
interactive features); 

• Analytical/performance cookies that allow us to recognize and count the number of 
visitors and users and see how they use the products or services (for example, 
(without limitation) to help us improve the way our products or services work or are 
provided, ensuring that users find what they are looking for easily); 

• Functionality cookies to help us recognize you when you return to our Website (this 
allows us, for example, (without limitation) to personalize our content for you, greet 
you by name, and remember your preferences, such as language or region choice); 

• Targeting cookies to record your visit to our website, the pages you have visited, and 
the links you have followed. We may use this information to make our products and 
services and the information displayed on them, which we reasonably believe are 
more aligned with your interests. We may also share this information with third 
parties for this purpose. 



6.3. You can block or disable cookies by activating the setting in your web browser that 
allows you to refuse the setting of all or some cookies. All browsers provide tools that allow 
you to control how you handle cookies: accept, reject, or delete them. These settings are 
usually accessible via the "settings", "preferences", or "options" menu of the browser you are 
using, but you can also search for the "help" function or contact the browser provider. 
However, if you set your browser settings to block or disable all cookies (including necessary 
cookies), you may not be able to access or use certain features or functionalities of the 
website properly, and some services may not function correctly. 

7. MISCELLANEOUS 

7.1. The Privacy Policy remains in full force and effect as long as you use the Website. 

7.2. The Company reserves the right to change the Privacy Policy at any time at the 
Company's sole discretion. They will notify you of amendments by automatic notice on the 
Website, but will not request any action to confirm your agreement. If you do not agree with 
the new amended version, then you must immediately cease accessing the Website and stop 
using all services. If you continue to use the Website after the effective date of any changes, 
your continued use will be deemed acceptance of those changes. 

7.3. Under the GDPR, you have the right to: 

• dispute any information about you that you believe is incorrect and require us to take 
reasonable steps to correct it for you; 

• be informed about how we process your information; 
• request the deletion of personal information concerning you in certain situations; 
• access personal information and copies (free of charge, where it is reasonable for us to 

do so at the time) concerning you collected by us during our relationship with you; 
• object at any time to the processing of personal information concerning you, for 

example, (without limitation) for direct marketing; 
• object to decisions made by automated means that produce legal effects concerning 

you or that similarly significantly affect you; 
• object in certain other situations to our continued processing of your personal 

information; 
• otherwise restrict our processing of your personal information in certain 

circumstances; 
• the right to move, copy, or transfer your personal data (where it is reasonable and 

proportionate for us to do so). 

7.4. Under the Personal Information Protection and Electronic Documents Act (PIPEDA), 
you have the right to: 

• You have the right to access your personal information held by organizations subject 
to PIPEDA. This includes the right to know what personal information is collected, 
how it is used, and to whom it is disclosed. 

• You have the right to give or withhold consent for the collection, use, and disclosure 
of your personal information by organizations subject to PIPEDA. Consent must be 
informed, voluntary, and can be withdrawn at any time. 

• You have the right to ensure that your personal information held by organizations 
subject to PIPEDA is accurate, complete, and up-to-date. You may request corrections 
to any inaccuracies. 



• You have the right to challenge an organization's compliance with the principles set 
out in PIPEDA, including how your personal information is collected, used, or 
disclosed. 

• You have the right to expect that your personal information will be protected by 
appropriate security measures against loss, theft, unauthorized access, disclosure, 
copying, use, or modification. 

• You have the right to hold organizations accountable for their handling of your 
personal information. Organizations must designate individuals responsible for 
ensuring compliance with PIPEDA and provide contact information for inquiries or 
complaints. 

 


